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Who am I?

ÅAnthony S. Clark
ÅWork:
ÅBoldend, CTO

ÅAttack Research, Owner & formerly CEO

ÅAudeo Technical Advisors, President/Owner

ÅSpeaker:
ÅBlackhat

ÅDefcon

ÅSource

ÅB-Sides
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Cult of the Dead Cow
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One of the first RATs
ÅRemote control

ÅGUI

ÅCamera capture

ÅEncryption



Metasploit
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Premier Pen Testing Tool:
ÅExploits for tons of platforms

ÅMeterpreter

ÅEncoders

ÅEvasions



Offensive Computing
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One of the first:
ÅAutomated Malware Analysis

ÅSandbox

ÅShared disassembly

ÅMultiple AV scanner

ÅCollaborative RE



Los Alamos National Laboratory

ÅResearch Scientist 4
ÅNuclear Weapons Division

ÅCSIRT/Red Team

ÅNon-Proliferation
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Attack Research
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Published Research 
Å Tactical Exploitation

Å Tactical Response

MetaPhish, PDF Infection, & Tor 

Backdoor

Å Balancing the Pwn Trade Deficit

Å Carnal0wnage Blog

Å Blackhats Always Win

Å From Internet to SCADA

Å Dissecting Web Attacks

Å ERP Forgotten Worlds 

Å Wolves Still Among Us

Å The Internet

Å The Nuclear Option

Å Meta-Post Exploitation

Å Inside the World of Malicious Blog Spam

Å Legacy Systems (DARPA)



Beginning

Å1982 Tandy Color Computer

Å7th Birthday

ÅNo storage allowed

Å2000 lines of code

ÅStart over on power off
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Would you like to play a game?

Å1983 Wargames came out

ÅEmulated it on the Tandy

ÅNo modem

ÅPretended to launch 

missiles

ÅScared the hell out of my 

friends

ÅParents freaked out

ÅGrounded
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1st Lesson

Human Psychology is a Vulnerability

(& adults donôt understand computers)
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External Hacking

ÅRadio Shack display computers
ÅAutoexec.bat
Å10 PRINT ñHACKED!ò

Å20 GOTO 10

ÅWalmart display computers
ÅSecurity software

ÅBad directory permissions

ÅSafe mode 

ÅDelete & Reboot
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2nd Lesson

If you donôt physically control the computer, 
you canôt expect security

(even if you purchase a product to do so)
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Imposter Syndrome

ÅGot a job at the Lab
ÅWas like winning the lottery
ÅNo formal education
ÅSurrounded by PHDs
ÅAssumed I was too dumb
ÅTerrified Iôd get fired
ÅTook on projects I didnôt know 

how to do
ÅCrypto

ÅDe-obfuscation

ÅSupercomputers & Genome

ÅWorked 8 hours every night
ÅBecame a research scientist
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