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AAnthony S. Clark

AWork:
ABoldend, CTO
AAttack Research, Owner & formerly CEO
A Audeo Technical Advisors, President/Owner

ASpeaker:
ABlackhat
ADefcon

ASource
AB-Sides
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One of the first RATs
A Remote control
A GUI
A Camera capture
A Encryption

¥ BO2K Server Configuration
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Back Orifice 2000 Server Configuration Utilike, Copyright [C] 1399, Cult of the Dead Cow
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Premier Pen Testing Tool:
A Exploits for tons of platforms
A Meterpreter
A Encoders
A Evasions
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@ Malware Search

Search for sum or name

Search
Total Malware: 41143
Last Malware:
W32/Bagle.DP@mm
Win32.Bagle.BR

@ Support OC

WARNING: This site contains samples of live malware. Use at your own
risk.
MALWARE UPLOAD:

Mahvare to Upload: | Choose File | No file chosen Submit Form

Upload an unknown or suspicious file here for analysis. Upload Windows PE {Portable Executable) files
and DLL's only. All files uploaded here will be imported into the Offensive Computing Malware

database. By using this service, you certify that you are not uploading any copyrighted software and
ditional di -

you consent to unc

Malware analysis: Nailuj sys file

Submitted by ZaiRoN on Tue, 2007-02-06 08:15. Malware

Lately a lot of malwares are using roctkit techniques. Private and antivirus companies
are trying to develop tools against malwares but, despite the fact that most of the
techniques are well documented around the net, only a few companies are getting
positive results. This particular malware is a perfect example because when it came out

only a few tocls were able to recognize its nasty operations. Don't know what you think
but that's sound a little bit strange for me.

Hello.
Nothing new, nothing special... just a malware analysis from me.

Download the paper from here

» read more | ZaiRoN's blog | 2 comments

Symantec Virtual machine paper

Submitted by valsmith on Mon, 2007-02-05 15:16 Research

I highly recommend you read this:

http:/ /www.symantec.com/avcenter/reference/Virtual_Machine_Threats.pdf

Its a very comprehensive paper on Virtual Machines and their issues. As a bonus they
cite an Offensive Computing paper in the references :)

W,

@ User login

Username: *

Password: *

Log in
« Create new account

. Request new
password

@ Navigation

About Us

Getting Started
Consulting Services
Contact

Major Contributors

o

o 0 oo

Malware
Research
Tools
Press

o o 0

o

@ Navigation

archive
blogs
o forums
o polls

@ Search

o o

One of the first:

A Automated Malware Analysis
A Sandbox

A Shared disassembly

A Multiple AV scanner

A Collaborative RE
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Los Alamos National Laboratory

AResearch Scientist 4
ANuclear Weapons Division T |
ACSIRT/Red Team | ‘,;°§;=§5r"c§fj !
ANon-Proliferation | i
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Attac Reearh

Published Research
A Tactical Exploitation
A Tactical Response
MetaPhish, PDF Infection, & Tor
Backdoor
Balancing the Pwn Trade Deficit
CarnalOwnage Blog
Blackhats Always Win
From Internet to SCADA
Dissecting Web Attacks
ERP Forgotten Worlds
Wolves Still Among Us
The Internet
The Nuclear Option
Meta-Post Exploitation
Inside the World of Malicious Blog Spam
Legacy Systems (DARPA)

Too J>o T To To o T T To Do Do I

by Attack Research
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Beginning

A1982 Tandy Color Computer = ’ -
A7th Birthday AR \
ANo storage allowed '
A2000 lines of code
AStart over on power off
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A1983 Wargames came out
AEmulated it on the Tandy
ANo modem

APretended to launch
missiles

AScared the hell out of my
friends

AParents freaked out
AGrounded

Rl

B
Lf& ol ™
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1st Lesson

Human Psychology is a Vulnerability
(& adults donodot under st g
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External Hacklng

ARadio Shack display computers

AAutoexec.bat
A10 PRI NT AHACKED! o
A20 GOTO 10

AWalmart display computers
ASecurity software
ABad directory permissions
ASafe mode =
ADelete & Reboot fc,;_§a=,fJﬂﬂ1dz\w
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| f you donot physically
you canot expect sec
(even if you purchase a product to do so)
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LS

Imposter Syndrome

AGot a job at the Lab
AWas like winning the lottery
ANo formal education
ASurrounded by PHDs
AAssumed | was too dumb

ATerrified 16d get fired
ATook on projects | didnoét know
how to do

A Crypto

A De-obfuscation
A Supercomputers & Genome

AWorked 8 hours every night
ABecame a research scientist

8/7/2024 13




